Elevation of Rights in Groovy

This sample disables a user - by setting the JIRA Context to a user with higher Level:

@ Also look at https://docs.atlassian.com/software/jira/docs/api/7.6.1/com/atlassian/jira/bc/JiraServiceContext.html

‘ @ This is a potential thread, as its possible for anyone who can create and execure groovy scripts to elevate rights, just by knowing an admin
username

import com atl assi an. crowd. enbedded. api . User

inport com atl assi an. crowd. enbedded. i npl . | nmut abl eUser

inport comatlassian.jira.bc.user.UserService

import com atl assian.jira.conponent. Conponent Accessor

import comatlassian.jira.user.util.UserManager

i mport com onresol ve.scriptrunner.runner.util.UserMessageltil
i mport com atl assi an. crowd. enbedded. api . User WthAttri butes
inport com atl assi an. crowd. enbedded. api . Cr owdSer vi ce

import comatlassian.jira.user. ApplicationUsers

CrowdServi ce crowdService = Conponent Accessor. crowdServi ce
User Manager user Manager = Conponent Accessor. get User Manager ()
User Servi ce user Service = Conponent Accessor. get Conponent (User Servi ce. cl ass)

String adm nUsername = "automation”

def jiraAuthenticationContext = Conponent Accessor.jiraAuthenticationContext
def admi nUser = Conponent Accessor. user Manager . get User ByKey(adm nUser nane)
def original User = jiraAuthenticationContext.|oggedl nUser
try {
/1Swi cth User
jiraAut henticati onCont ext. set Loggedl nUser (adm nUser)

}

finally {

/1 jiraAuthenticationContext.setlLoggedl nUser(original User)
}

if (jiraAuthenticationContext.getlLoggedl nUser() == Conponent Accessor . user Manager . get User ByKey(adm nUser nane))
{

/I Rigts has been el evated, we can do the follow ng code:

User Servi ce. Updat eUser Val i dati onResul t updat eUser Val i dati onResul t

UserWthAttributes user = crowdService. getUserWthAttributes(issue.getReporter().getNane())

updat eUser = ApplicationUsers. fron{l nmutabl eUser. newUser (user). active(fal se).toUser())

updat eUser Val i dati onResult = user Servi ce. val i dat eUpdat eUser (updat eUser)

if (updateUserValidationResult.isValid())

{
user Servi ce. updat eUser (updat eUser Val i dati onResul t)
User MessageUtil . success("The Reporter has been disabled in the User Database")
}
el se
{
User MessageUtil.error("The Reporter could not be disabled in the User Database")
}
}
el se

/1 Elevation of Rights failed
User MessageUtil.error("El evation of rights failed. Contact Admi nistrator")

}


https://docs.atlassian.com/software/jira/docs/api/7.6.1/com/atlassian/jira/bc/JiraServiceContext.html
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