ZenseHome with Websupport (for Webhooks)

@ Join the "Danske ZenseHome Brugere" Facebook grooup

To use the ZenseHome installation from outside, we need some "service manager" at the home LAN to send APl commands to the ZenseHome box.

@ This is a POC - Proof Of Concept - It has various security problems and stupid static scripts - that could be improved and parameter
parameterized (so much...)

@ A Pre-requsite is reading / installing from ZenseHome API interfacing

Installing the basics

As | have an Ubuntu server (with PLEX) in the house already (located at IP 10.0.0.150), | add the webserver apache? to the installation. :

sudo apt-get install apache2
sudo a2ennod cgi
sudo service apache2 restart

then changing the default Apache2 config file:

letc/apache2/sites-available/000-default.conf

<Vi rtual Host *:80>

The ServerName directive sets the request schene, hostnane and port that
the server uses to identify itself. This is used when creating
redirection URLs. In the context of virtual hosts, the ServerName
speci fi es what hostnane nust appear in the request's Host: header to
match this virtual host. For the default virtual host (this file) this
value is not decisive as it is used as a last resort host regardl ess.
However, you nust set it for any further virtual host explicitly.

#Ser ver Name www. exanpl e. com

HOHOH R H R

Server Adm n webnmast er @ ocal host
Docurent Root /var/ww// ht m

ScriptAias /cgi-bin/ /[var/ww cgi-bin/
<Directory "/var/ww/ cgi-bin/">

Options +ExecCd

AddHandl er cgi-script .cgi .pl .sh .exp
</Directory>

# Available loglevels: trace8, ..., tracel, debug, info, notice, warn,
# error, crit, alert, energ.

# 1t is also possible to configure the |oglevel for particular

# nodul es, e.g.

#LogLevel info ssl:warn

ErrorLog ${APACHE LOG DI R}/error.|og
Cust omLog ${ APACHE_LOG DI R}/ access. | og conbi ned

# For nost configuration files fromconf-available/, which are
# enabl ed or disabled at a global level, it is possible to
# include a line for only one particular virtual host. For exanple the
# following line enables the CA configuration for this host only
# after it has been globally disabled with "a2di sconf".
#l ncl ude conf-avail abl e/ serve-cgi - bi n. conf
</ Vi rt ual Host >


https://www.mos-eisley.dk/display/it/Plex+Media+Server
https://www.facebook.com/groups/zensehomeusers/
https://www.mos-eisley.dk/display/it/ZenseHome+API+interfacing

Adding Zensehome /expect scipts

In the /var/www/cgi-bin/ | place 2 files:

turnon-office.exp

#! [/ usr/ bi n/ expect

spawn tel net 10.0.0.110 10001
expect "'A]UL"

send ">>Logi n 32010<<\r"
expect ">>Login Ok<<"

sleep .1;
send ">>Set 10604 1<<"
sleep .1;

send ">>Logout<<\r"
expect ">>Logout Ok<<"
exit

turnoff-office.exp

#! [/ usr/ bi n/ expect

spawn telnet 10.0.0.110 10001
expect "'A]TL"

send ">>Logi n 32010<<\r"
expect ">>Login Ok<<"

sleep .1;
send ">>Set 10604 0<<"
sleep .1;

send ">>Logout<<\r"
expect ">>Logout Ok<<"
exit

And now its possible to turn on the Office light at the URL: http://10.0.0.150/cgi-bin/turnon-office.exp

And off at http://10.0.0.150/cgi-bin/turnoff-office.exp

@ As there is not output, the Apache will return a 500 Error. Theres room for improvement - https://docstore.mik.ua/orelly/linux/cgi/ch03_03.htm

Access from outside

The next step is to make a port forward in my Icotera Router:


http://10.0.0.150/cgi-bin/turnon-office.exp
http://10.0.0.150/cgi-bin/turnon-office.exp
https://docstore.mik.ua/orelly/linux/cgi/ch03_03.htm

Port Forwarding

No. : s e : _port  Loopback Enabled
portForward1 <80 | 110.0.0.150

3 |portForwards | [ UDP 3 ‘3009 3099 110.0.0.104 | 3099 0

4 |W| [upP #| '3097 {3097 | 10.0.0.104 | 3097 | ]

5 |portForwards | [ UDP % (3074 {3074 10.0.0.104 3074 |

6 |m| ["uDP #| |4380 {4380 | 110.0.0.104 | 4380 | ]

7 [portForward7 | (UDP3) 127036 |- 27036 | 110.0.0.104 | 27036 0

8 |m| ["uDP #| (27000 {27031 | 110.0.0.104 | 27000 | ]

And now its accessible from the world!!

(D Here, we should consider to make some (at least) IP restrictions in the Apache. Currently, the whole world can potentionally turn the office light
on/off

<Location />
Order deny, al | ow
Deny from all
Al low from 77. 243. 62. 62
</ Locati on>
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