Location Tracking in Splunk

@ Rememeber to read part 2 later at Location Tracking in Splunk - Drilldown

| wanted to utilize splunk even more (or same) as Edd in Go Splunk Yourself!
First signup for a tracking solution called OpenPaths failed, as the project seems dead and the iOS is not tracking.

Looking into the Apple Store, i found followmee.com and | signed up for an account. Followmee.com has a complete mapping (Tracking) solution, so |
could just have stopped it there, but the focus was splunk.

The only interesting App setting on the iPhone is the tracking state and how often the App tracks, read http://followmee.com/Howto.aspx?
t=howtoconfigureiphone

@ Tracking Power
It specifies how aggressively the app will track. The default setting is medium, which gives you a new location update every 5 to 10 minutes. If
you want more frequent update, choose the high setting, which updates every 1 to 2 minutes. Currently, my setting is High

Getting data out

Next, the data can be extracted to XLS og CVS, but this was to manual, | wanted to utilize and automate, so | signed up for API services, which has 2
primary functions:

Past hours history for a device

Past gives a json like:

{"Data":[{"Date":"2017-12-03T15: 26: 14+01: 00", "Lati tude": 57. 01060, "Longi t ude": 10. 03402, " Type": " GPS", " Speed( nph) ":
null,"Speed(kmh)":null,"Altitude(ft)":16,"Altitude(m":5, "Accuracy": 124}, {"Date":"2017-12-03T15: 53: 52+01: 00", "
Latitude":57.01172, "Longi tude": 10. 04380, " Type": "GPS", " Speed(nph)": nul |, "Speed(km h)":null,"Al titude(ft)":0,"
Altitude(m":0,"Accuracy": 165}, {"Date":"2017-12-03T15: 57: 05+01: 00", "Lati tude": 57. 01323, "Longi t ude": 10. 04936, "
Type": "GPS", "Speed(nph)": nul |, "Speed(km h)":null,"Altitude(ft)":6,"Altitude(m":2,"Accuracy": 165}, {"Date":"2017-
12- 03T16: 03: 25+01: 00", "Lati tude": 57. 01406, "Longi t ude": 10. 04982, " Type": "GPS", " Speed(nph) “: nul | , " Speed(km h) ":
null,"Altitude(ft)":3,"Altitude(m":1,"Accuracy":65},{"Date":"2017-12-03T16: 05: 50+01: 00", "Lati tude": 57. 01049, "
Longi tude": 10. 03452, "Type": " GPS", " Speed(nph) ": nul |, " Speed(kn h)":nul | ,"Altitude(ft)":16,"Atitude(m":5,"
Accuracy": 67}, {"Date":"2017-12-03T16: 15: 17+01: 00", "Lati t ude": 57. 01063, "Longi t ude": 10. 03377, " Type": "GPS", " Speed
(mph)":null,"Speed(knm h)":null,"Al'titude(ft)":19,"Altitude(m":6,"Accuracy": 65}, {"Date":"2017-12-

08T18: 20: 06+01: 00", “Lati tude":57. 01431, "Longi tude": 10. 03389, " Type": " GPS", " Speed( nph) “: 38, " Speed(km h)": 61, "
Al titude(ft)":36,"Altitude(m": 11, "Accuracy": 10}, {"Date":"2017-12-08T18: 21: 58+01: 00", "Lati t ude": 57. 01034, "
Longi tude": 10. 03387, "Type": " GPS", " Speed(nph)": 4, "Speed(km h)":6,"Al titude(ft)":29,"Altitude(m":9,"Accuracy":
511}

Current location for a device

Current gives a json like
{"Data":[{"Devi ceNane": " Normann P.'s i Phone", "Devicel D':"11787783", "Date":"2017-12-08T18: 21: 58+01: 00", "

Latitude":57.01034, "Longi tude": 10. 03387, "Type": "GPS", " Speed( nph) ": 4, "Speed(km h)": 6, Al titude(ft)":29,"Altitude
(m":9,"Accuracy":5}]}

In splunk, its a bit complicated to split multivalue json into events, and since this is a POC and | dont really care that much for history, | will go for the
current location...

@ Use the website http://json.parser.online.fr/ to text and exanime Your json
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http://followmee.com/Howto.aspx?t=howtoconfigureiphone
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Getting data in

To get data in splunk, several approaches can be made - and typically | would choose a on-disk script to pull data from the API to a file to be parsed (via
cron), but this time | wanted to play with getting the json in splunk the simplest way, so | installed the REST API Modular Input Add On, even thought its

pretty old. The Add On adds an input possibility:

splunk>  Apps~ (DEVIESH ETIC.DK

Data inputs

Local inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you wal

Type

Files & directories

Index a local file or moniter an entire directory.
HTTP Event Collector

Receive data over HTTP or HTTPS.

TCP

Listen en a TCP pert for incoming data, e.g. syslog
uDP

Listen on a UDP port for incoming data, e.g. syslog.
Scripts

Run custom scripts to collect or generate more data.
Splunk Add-on for MySQL Database
Collects MySQL logs

REST
REST AP! input for palling data from RESTful endpaints

So, after adding a new index for the data, and getting the API Key from the followmee.com website, we add an input for the REST Url

http://fol |l owree. cont api/tracks. aspx?

K@y =% * % % & & & kddkdkdkokokox ok x ko kkkkkokxxx @user name=nosei sl eydk&out put =j son&f uncti on=current fordevi ce&devi cei d=11787783

splunk>  Apps v (DEVTESTS ETIC.DK

Followmee

Data inputs » REST » Followmee

Endpaint URL
hupuifollowmee comapitracks. aspirkey= “
URL to send the HTTP GET request fo
HTTP Method
GET :
HTTP methad to use.Defaults to GET POST and PUT are not really RESTful for requesting data from the AP, but useful ta have the option for target APis that are "REST like"
Authentication Type
none 3

Authentication method to use

HTTP Header Properties

Custom HTTP header properties : key=value key2=value2

URL Arguments

Custom URL arguments : key=value key2=valueZ

Response Type
son

Rest Data Response Type, defaults to text

Response Handler

And sourcetype and index:



https://splunkbase.splunk.com/app/1546/

Source type

et sourcetype field for all events from this source.

Set sourcetype
Manual

Source type
followmee-json
If this field is left blank the default value of soript will be used for the source type.

More settings

Host
Host field value

splunkserver

Index
Set the destination index for this source.

Index
followmee: D

Notice the polling interval:

Palling Interval

Pofling interval in either seconds or a CRON time format, defaults to 60 seconds.

I leave it blank, so the REST Url will be called every 60 secs. Also refer to "Tracking Power" above.

Presenting the data

Looking at possible visualisations, | first went for the map/geostats visualisation, but the density and zoomlevel is more world event like than street/block
level needed, so | installed the Location Tracker - Custom Visualization.

And created the needed search:

i ndex="fol |l ownnee" | dedup _tine | eval User="Normann" | table _tine "Data{}.Latitude" "Data{}.Longitude" User

@ As follow me reports a lot of the same data on the APl when the phone is not moving by reporting same time as last for same location, the
"dedup" command removes these. The current search is not time important, only location specific. For Time importance, | would problably make

another Dashboard

after looking at what the REST Add On fetches from the followmee.com API:


https://splunkbase.splunk.com/app/3164/

And then build a Dashboard:

PN@NETIC.DK

os/2/2017
18:21:58.000

}

Show as raw text

{[-]

pata: [ [-]

1

{

}

host = splunkserver |

[-]

Accuracy: 5

Altitude(ft): 29

Altitude(m): 9

Date: 2017-12-08T18:21:58+01:00
DeviceID: 11787783

DeviceName: Normann P.'s iPhone
Latitude: 57.01034

Longitude: 10.03387
Speed(km/h): 6

Speed(mph): 4

Type: GPS

source = rest://Followmee |

sourcetype = followmee-json

Compared to followmee.com:

Data from Followmee

_ime © Data) Latitude - Datag Longitude © | User &
201712:081821:58 5701034 1003387 Normann
201712:08 182006 5701431 100338 Normenn
201712:08 181838 57.02047 1000766 Normann
201712:0818:17:09 5701941 998146 Nomenn
201712:08 181540 5702004 995835 Normann
201712:0818:1345 5702601 994323 Nommann
201712:08 181216 5702674 992629 Normann
201712:0818:1048 s7.02287 990695 Normann
201712:0818:0919 5703321 990844 Normann
201712:08 180745 s7.03372 990491 Normann
201712:0818.0617 5702642 990272 Normann
201712:08 180449 5703129 990411 Normann
201712:0818.0322 5703263 990472 Normann
201712:081801:50 570637 990110 Nomenn
201712:08 180021 5702397 990993 Normann
201712:0817:56:52 5702663 993200 Normenn
20171208 17:5724 s7.02277 994756 Normann
201712:08 175555 5702001 996220 Nommenn
201712:0817:5429 5701044 998843 Normann
201712:0817:53:01 702102 1001005 Normann
201712:0817:51:32 5701455 1003278 Nommenn
Q4 i O sfewsecondsago | 2017120817500 5700113 1004364 Normann
071208174837 5700730 1005453 Normenn
20171208 17.47.07 s7.00737 1005535 Normann
201712:0817:4539 5700681 1004631 Normenn
201712:0817.44:10 5701355 100359  Normenn
201712:0816:3834 5701037 1003375 Normann
201712:0816:2924. 5701046 1003412 Normann
201712:0816:2916 5701056 1003459 Normann
201712:0816:27:48 5701104 1004418 Normann
201712:08 161355 5701216 1004430 Normann
201712:0816:1315 5701266 1004517 Normenn
201712:08 16:11:16 5701201 1004573 Normenn
201712:0816:0920 5701302 1004544 Normann
201712:0816:06:34 5701523 1006133 Normenn
201712:08 16:0505 5701109 1006363 Normann
201712:08 16:0247 1006360 Normenn
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