Scripting Fields in Kibana

On my first attemps to create a "replica” of the Splunk Home Monitor, where syslogs from my Asus Router are parsed, | used Logstash for translating IP
Addresses to the Owner and Device type in my 10-beats-input.conf file:

if [type] == "syslog" {
if [SRC] == "10.0.0.185" {
mut at e
{
add_field => { "IPOwer" => "Christopher” "Device" => "Galaxy" "Interface" => "Wfi" }
}
}
if [SRC] == "10.0.0.190" {
nmut at e
{
add_field => { "I POawer" => "Device" "Device" => "Skur Cant "Interface" => "Cable" }
}
}

the problem her, is that the data is persistent in Elasticsearch, and Changes to IP's and Devices are not reflected. In Splunk | solved this with a lookup, but
now we can do it in Kibana with scripted fields in the new "Painless" language that also states : The Painless syntax is similar to Groovy.

Scripted fields are found in the Management section:
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‘These scripted fields are computed on the fly from your data. They can be used in visualizations and displayed in your documents, however they can not be searched. You can manage them here and add new ones as you see fit, but be careful, scripts can be tricky!
name lang script format controls
cf-IPOwner painless if (doc['SRC.keyword'].value == "10.0.0.185") { return "Christopher" } String [#]¢]

So, my field in the fist successfull attempt looks like:

if (doc['SRC keyword'].value == "10.0.0.185") {
return "Christopher”

}

But, the docs also state: "Java’s control flow statements are supported, with the exception of the swi t ch statement.”, so we cant use the switch, hence |
will base it on if's:


https://www.elastic.co/guide/en/elasticsearch/reference/master/modules-scripting-painless.html
http://groovy-lang.org/index.html
https://docs.oracle.com/javase/tutorial/java/nutsandbolts/flow.html

if (doc['SRC keyword'].value == "10.0.0.104") {

return "Toke"

}

if (doc['SRC keyword'].value == "10.0.0.185") {

return

}

return "Toke"

}

And the success is eminent:

Chri st opher”

if (doc[' SRC keyword'].value == "10.0.0.196") {

58,568 hits.
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offset: 14,337,680 DsT: 77.243.52.139 IN: brd sRc: 10.0.0.115 PRoTO: TCP Device: MacMini input type: log DPT: 80 source: /var/log/syslogs/194.88.5.66-2017-01-30.10g message: Jan 30 16:55:24
194.88.5.66 kernel: ACCEPT IN=br0 OUT=ethd SRC=10.0.0.115 DST=77.243.52.139 LEN=64 TOS=0x00 PREC<0x00 TTL=63 ID=39087 DF PROTO=TCP SPT=55057 DPT=80 SEQ=3891605132 ACK=0 WINDOW=65535 RES=0x00 SYN URG

0 0PT type: syslog tags: beats_input_codec_plain_applied OUT: ethd @timestamp: January 30th 2017, 16:55:25.002 ser: 55057 IPowmer: Normann

@version: 1 beat.hostname: elkserverl beat.name: elkserverl be:

on: 5.1.1 host: elkserverl Interface: Cable _id: AVNWFpjWGka_FWIpKUPr _type: syslog _index: syslog-2017.01.32 _score

offset: 14,338,123 DsT: 208.67.222.222 IN: brd SRC: 10.0.0.115 PROTO: UDP Device: MacMini imput_type: log DPT: 53 source: /var/log/syslogs/194.88.5.66-2017-01-30.10g message: Jan 30 16:55:2
4 194.88.5.66 kernel: ACCEPT IN-brd OUT=ethd SRC-10.0.0.115 DST=208.67.222.222 LEN=65 TOS=0x00 PREC=0x@ TTL-63 ID=7749 PROTO=UDP SPT-34398 DPT=S3 LEN=45 type: syslog tags: beats_input_codec_plain_a
pplied our: ethd etimestamp: January 30th 2017, 16:5:

5.002 seT: 34398 Ipowner: Normann @version: 1 beat.hostname: elkserverl beat.mame: elkserverl beat.version: 5.1.1 host: elkserverl

Interfa

Cable _ia: AVWFpjWGKA_FWIpKUPt _type: syslog _index: syslog-2017.01.30 _score: - cf-IPOwmer: -

offset: 14,338,207 DsT: 77.68.251.207 IN: br@ SRC: 10.0.0.115 PROTO: UDP Device: MacMini input type: log DPT: 443 source: /var/log/syslogs/194.88.5.66-2017-01-30.10g message: Jan 30 16:55:2
4 194.88.5.66 kernel: ACCEPT IN-brd OUT=ethd SRC-10.0.0.115 DST=77.68.251.207 LEN-1378 TOS=0x00 PRE

0 TTL-63 1D=24957 PROTO=UDP SPT=63639 DPT=443 LEN<1358 type: Syslog tags: beats_input_codec_pl

ain_applied OUT: ethd @timestamp: January 30th 2017, 16:55:25.002 SPT: 63639 Ipowner: Normann @version: 1 beat.hostname: elkserverl beat.mame: elkserverl beat.versiom: 5.1.1 host: elkserverl

Interface: Cable _id: AVNWFpjWGkq_FWIpKUPu _type: syslog _index: syslog-2017.01.30 _score: - cf-Ieowmer: -

offset: 14,338,572 bsT: 77.68.251.207 IN: brd sRC: 10.0.0.115 PROTO: TCP Device: MacMini imput_type: log DPT: 443 source: /var/log/syslogs/134.88.5.66-2017-01-30.10g message: Jan 30 16:55:2
4194.88.5.66 kernel: ACCEPT IN=brd OUT=eth® SRC=10.0.0.115 DST77.68.251.207 LEN-64 TOS=0x00 PREC<0x00 TTL=63 I0-36881 DF PROTO=TCP SPT=55061 DPT=443 SEQ=3094072827 ACK-0 WINDOW-65535 RES=0x0 SYN IR

GP=0 0PT ) type: syslog tags: beats_input_codec_plain_applied OUT: ethd @timestamp: January 30th 2017, 16:55:25.002 SPT: 55061 IPOwmer: Normann
@version: 1 beat.hostname: elkserverl beat.name: elkserverl beat.version: 5.1.1 host: elkserverl Interface: Cable _id: AVAWFpJWGKQ_FHIpKUPY _type: syslog _index: Syslog-2017.01.30 _score:

offset: 14,337,954 DsT: 77.243.52.139 N brd sRC: 10.0.0.115 PROTO: TCP Device: MacMini imput_type: log DPT: 80 source: /var/log/syslogs/194.88.5.66-2017-01-30.109 message: Jan 30 16:55:24
194.88.5.66 kernel: ACCEPT IN=brd OUT=ethd SRC=10.0.0.115 DST=77.243.52.139 LEN=64 T0S=0x00 PREC=0x00 TTL=63 1D-24194 DF PROTO=TCP SPT-55059 DPT-80 SEQ-1612707461 ACK=0 WINDOW=6S535 RES=0x00 SYN URGP=

0 0PT ( type: syslog tags: beats_input_codec_plain_applied OUT: ethd etimestamp: January 30th 2017, 16:55:25.002 Ser: 55059 IPowmer: Normann
@vorsion: 1 boat.hostname: elkserverl beat.name: elkserverl beat.version: 5.1.1 host: elkserverl Interface: Cable _id: AVAWFpWGkq_FHIpKUPS _type: syslog _index: Syslog-2017.01.30 _score:

offset: 14,337,406 DsT: 77.243.52.153 IN: br@ sRC: 10.0.0.115 PRoTO: TCP Device: MocMini input_type: log DPT: 80 source: /var/log/syslogs/194.88.5.66-2017-01-30.log message: Jan 30 16:55:23
194.88.5.66 kernel: ACCEPT IN=br0 OUT=ethd SRC=10.0.0.115 DST=77.243.52.153 LEN=64 TOS=0x00 PREC=0x00 TTL=63 10=38593 DF PROTOSTCP SPT=55055 DPT=80 SEQ1832578756 ACK=d WINDOW=65535 RES=0x00 SYN URGP=
0 0PT (. type: syslog tags: beats_input_codec_plain_applied OUT: ethd etimestamp: January 30th 2017, 16:55:24.002 spr: 55055 IPowmer: Normann

@version: 1 beat.hostmame: elkserverl beat.name: elkserverl be

.version: 5.1.1 host: elkserverl Interface: Cable _id: AVNWFONSGkq_FWIPKUPG _type: syslog _index: sysl0g-2017.01.30 _score:

In Logstash | had the possibility to return 3 fields in one bulk (IPOwner, Device and Interface), but | assume that with Scripted fields | need to make a

scripted field pr. field.
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