Getting pinglog(s) in a seperate index

To create an index, an index mapping is needed - In general, | think for collecting filebased logs - the filebeat template suits me.

Make a copy of filebeat.json from the zip package at https://download.elastic.co/beats/dashboards/beats-dashboards-1.1.0.zip and change filebeat.json
name and the content likewise.

Then upload and create index.

root @l kserver:curl -XPUT http://Ilocal host: 9200/ . ki bana/i ndex-pattern/pinglog-* -d @inglog.json
{"_index":".kibana"," _type":"index-pattern","_id":"pinglog-*","_version":2,"_shards":{"total ":2,"successful":1,"
failed":0},"created":fal se}
root @l kserver:

Then, copy filebeat-index-template.json to pinglog-index-template.json (and change the content likewise)

root @l kserver: ~# curl -XPUT 'http://1ocal host: 9200/ _t enpl at e/ pi ngl og?pretty’ -d@i ngl og-i ndex-tenplate.json
{
"acknow edged" : true

}

root @l kserver: ~#

The collection on afserver still is like on ELK - ElasticSearch, LogStash, Kibana

letc/filebeat/filebeat.yml

pat hs:

- /var/l og/ pi ngkaf . t xt
docunent _type: pinglog
input _type: |og

This is shipped to Logstash, where output is configured for ElasticSearch- notice the if for type "pinglog":

letc/logstash/conf.d/30-elasticsearch-output.conf

out put {
if [type] == "pinglog" {
el asticsearch {
hosts => ["] ocal host: 9200"]
sniffing => true
manage_tenpl ate => fal se
i ndex => "pingl og- % +YYYY. MM dd} "
docunent _type => "% [ @etadata] [type]}"
}
}
el se
{
el asticsearch {
hosts => ["] ocal host: 9200"]
sniffing => true
manage_tenpl ate => fal se
index => "% [ @retadata] [ beat]}-% +YYYY. MM dd}"
docunent _type => "% [ @®etadata] [type]}"

As | have ensured logs are pretty much key=value for the values | need to collect, | use kv to get the fields, and a mutate to ensure the string value for
"pingtime=" becomes a float (otherwise it cant be used in a Visualization):


https://download.elastic.co/beats/dashboards/beats-dashboards-1.1.0.zip
https://www.mos-eisley.dk/display/it/ELK+-+ElasticSearch%2C+LogStash%2C+Kibana
https://www.elastic.co/guide/en/logstash/current/plugins-filters-kv.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html
https://www.elastic.co/guide/en/kibana/current/visualize.html

letc/logstash/conf.d/02-beats-input.conf

i nput {
beats {
port => 5044
ssl => true
ssl _certificate => "/etc/pki/tls/certs/logstash-forwarder.crt”
ssl _key => "/etc/pki/tls/private/logstash-forwarder. key"

}

}
filter {
if [type] == "apache" {
grok {
match => { "message" => "% COVBI NEDAPACHELOG " }
}
date {
match => [ "tinestanp" , "dd/ MW yyyy: HH. nm ss Z" ]
}
geoi p {
source => "clientip"
target => "geoip"
dat abase => "/etc/logstash/ GeoLiteC ty.dat"
add_field => [ "[geoip][coordinates]", "% [geoip][longitude]}" ]
add_field => [ "[geoip][coordinates]", "% [geoip][latitude]}" ]
}
mutate {
convert => [ "[geoip][coordinates]”, "float"]
}
}
el se
{
if [type] == "pinglog" {
kv {}
mutate {
convert => { "pingtinme" => "float" }
}
}
}
}

This should bring pinglogs in the index "pinglogs"
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